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Add Rule X

Rule details Step 3: Actions

Configure the reauthentication interval, when warning banners appear before session expiry, and which identity provider
Conditions domains should be excluded from session expiry overlays.

Reauthentication interval

Actions How long a browser session lasts before the end user is required to log back in (minimum 5 minutes, maximum 14 days).

24 hours /'

Summary

First warning banner time

A dismissible information banner shown to the end user before their browser session expires (minimum 5 minutes, maximum 60
minutes). A final warning banner appears at 2 minutes remaining (also dismissible), followed by the browser session expired
overlay when the session ends.

minutes before logout

Identity provider domains

Enter the fully qualified domain names (FQDNs) of your identity providers as comma-separated values (minimum 1 domain,
maximum 25 domains). IDP pages never show session banners ar blocking overlays, even during session expiry. This ensures the
authentication flow remains accessible. Cookies for these domains will also be cleared so the old session is fully removed.
Wildcards are supported (such as *.authO.com).

*.auth0.com
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